
what can canvas see during a quiz
what can canvas see during a quiz is a question that often arises for
students and educators alike, especially as digital learning platforms become
increasingly sophisticated. Understanding the capabilities and limitations of
a learning management system (LMS) like Canvas is crucial for academic
integrity and effective assessment. This article will delve into the
specifics of what Canvas can and cannot observe during an online quiz,
covering everything from basic submission data to more advanced proctoring
solutions. We will explore the technical aspects of quiz settings, the types
of data logged, and the implications for both students and instructors.
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Understanding Canvas Quiz Functionality

Canvas, as a robust learning management system, is designed to facilitate a
wide range of educational activities, including the administration of online
quizzes and tests. The core functionality of a Canvas quiz revolves around
presenting questions to students and collecting their responses. This process
is managed through a series of settings that instructors can configure to
tailor the assessment experience. These settings are not static; they can be
adjusted to create different types of quizzes, from simple formative checks
to high-stakes summative exams. The underlying architecture of Canvas ensures
that student interactions are logged, providing a trail of their engagement
with the quiz. This logged data is fundamental to how instructors can
understand student performance and the integrity of the assessment process.

The quiz tool within Canvas is highly customizable, allowing instructors to
control various parameters that directly impact what information is recorded.
This includes the number of attempts allowed, the time limit for completion,
question randomization, and the feedback students receive. Each of these
settings plays a role in how the quiz is presented and how student activity
is tracked. For instance, a timed quiz will have a clear start and end time
that is recorded, while a quiz with multiple attempts might log each
submission separately, allowing instructors to review progression or identify
patterns.



Quiz Settings and Their Impact on Data Logging

The specific configurations an instructor chooses for a quiz significantly
influence the type and depth of data that Canvas collects. For example, if an
instructor enables a time limit, Canvas will meticulously record the start
and end times of each student's attempt. This provides a clear picture of how
long each student spent on the quiz, which can be a valuable indicator.
Conversely, a quiz without a time limit will not generate this specific data
point, though it will still record when the quiz was accessed and submitted.

Furthermore, question shuffling and randomization are common features that
affect the student's experience and, indirectly, the data logged. While these
features are primarily for academic integrity to prevent simple copying, they
also mean that the order of questions presented to each student can vary.
Canvas logs which question a student answered and their response, regardless
of the order in which they appeared on their screen. This ensures that even
with randomized questions, the submitted answers are accurately associated
with the student and the specific question.

The Role of Question Types

The type of questions used in a Canvas quiz also influences what data is
logged and how it is interpreted. Multiple-choice, true/false, and short
answer questions are straightforward to grade and their responses are
directly recorded. Essay questions, while requiring manual grading, still
have their text content saved within the Canvas system. For automated grading
of objective questions, Canvas tracks the student's selected answer against
the correct answer, generating a score. This scoring process itself is a
logged event, indicating when a quiz was scored and the resulting mark.

Data Canvas Collects During a Quiz

When a student engages with a quiz on Canvas, the platform diligently records
a wealth of information. This data serves multiple purposes, from providing
students with their performance metrics to allowing instructors to monitor
the assessment process and ensure fairness. The system logs key events such
as when a student begins the quiz, when they navigate between questions, and
crucially, when they submit their answers. This audit trail is essential for
understanding the timeline of a student's interaction with the assessment.
It's like having a digital fingerprint of their quiz-taking journey.

The information collected is designed to be comprehensive, offering a
detailed account of the student's engagement. This includes not only the
answers provided but also the timestamps associated with their actions. For



instructors, this data is invaluable for reviewing quiz attempts,
understanding student pacing, and identifying any potential irregularities.
The granularity of the data ensures that a thorough analysis of quiz activity
is possible, supporting both learning and assessment integrity.

Timestamps and Activity Logs

One of the most fundamental pieces of data Canvas collects is timestamps.
Every significant action a student takes within a quiz is time-stamped. This
includes the exact moment a student opens the quiz, the time they spend on
each question, and the precise moment of submission. For timed quizzes, these
timestamps are critical for enforcing the time limit and for instructors to
verify that students adhered to it. If a quiz is set to close at a certain
time, Canvas will log any attempts to access or submit after that cutoff.

Beyond simple start and end times, Canvas also maintains a detailed activity
log. This log can show when a student moved back to a previous question, how
long they spent on a particular section, or if they refreshed the page. While
not always visible to the student, this comprehensive log provides
instructors with a detailed account of the quiz-taking session, which can be
useful for investigating any concerns about the integrity of an exam. It's a
meticulous record, ensuring transparency and accountability.

Submitted Answers and Scores

Naturally, the primary data point Canvas collects is the student's submitted
answers to each question. For automatically graded questions, Canvas records
the selected answer and compares it to the correct answer, generating a
score. This scoring data is stored and accessible to both the student and the
instructor. For manually graded questions, such as essay responses, the
instructor’s feedback and assigned score are also recorded within the system
after they have completed their review.

The aggregation of these individual question scores determines the overall
quiz score. Canvas then presents this score to the student, usually after
submission, depending on the instructor's settings. The system tracks the
score for each attempt if multiple attempts are allowed, providing a history
of the student's performance on that specific assessment. This detailed
record of answers and scores is the bedrock of evaluating student
comprehension and progress.

Student-Facing Information



From the student's perspective, the information displayed by Canvas after a
quiz is primarily focused on their performance and the immediate feedback
related to their submissions. When an instructor allows it, students can see
their scores, which answers were correct or incorrect, and often, the correct
answers themselves or explanations provided by the instructor. This feedback
loop is a vital part of the learning process, allowing students to understand
their mistakes and reinforce their knowledge.

The accessibility of this information is controlled by the instructor's quiz
settings. Some instructors prefer to provide immediate feedback after
submission, while others may choose to release scores and correct answers
only after all students have completed the quiz or after a specific grading
period. This control ensures that the assessment remains fair and that
students are not disadvantaged by early access to answers.

Scores and Feedback on Attempts

Upon completion of a quiz, students can typically view their score for each
attempt, assuming multiple attempts are permitted. This immediate feedback is
invaluable for self-assessment. If the instructor has configured the quiz to
display it, students will also see which questions they answered correctly
and which they missed. This is often presented in a clear, question-by-
question breakdown.

Furthermore, instructors can provide specific feedback for individual
questions. This might include the correct answer, an explanation of why a
particular answer is correct, or additional resources for further study. This
granular feedback is a powerful learning tool, transforming a quiz from a
mere testing instrument into an interactive educational experience. It
directly addresses where a student might have gone wrong and how they can
improve.

Reviewing Quiz Submissions

Canvas allows students to review their submitted quiz attempts. This review
feature typically presents the student with the quiz as they took it,
highlighting their submitted answers. Alongside their answers, students can
see the correct answers and any feedback the instructor has provided. This is
especially useful for understanding complex questions or for identifying
areas where their understanding was weak. It’s an opportunity for self-
reflection and targeted study.

The ability to review submissions also helps students understand how the
grading was applied. They can see which points were awarded and deducted,
providing clarity on the assessment criteria. This transparency fosters trust



in the grading process and empowers students to take ownership of their
learning by identifying specific areas for improvement before future
assessments.

Instructor-Facing Information

For instructors, Canvas offers a much more detailed and analytical view of
student quiz activity. Beyond just scores, instructors can access
comprehensive analytics that provide insights into student performance,
question difficulty, and potential issues with the quiz itself. This data is
instrumental in evaluating the effectiveness of assessments and identifying
students who may need additional support or intervention. The instructor
dashboard is a hub of information, designed to offer a holistic understanding
of the quiz's impact.

This wealth of instructor-facing data allows for sophisticated analysis,
moving beyond simple pass/fail metrics. It enables educators to refine their
teaching strategies and improve the quality of their assessments over time,
ensuring that they are both effective learning tools and fair measures of
student knowledge.

Quiz Statistics and Analytics

Canvas provides instructors with detailed quiz statistics. This includes
metrics such as the average score, the median score, and the distribution of
scores across the class. Instructors can also see the percentage of students
who answered each question correctly, which helps in identifying questions
that might be too difficult, too easy, or poorly worded. This data is crucial
for refining question banks and improving the overall quality of future
assessments.

Furthermore, analytics can highlight trends in student performance. For
example, if a significant portion of the class missed a particular question,
it might indicate a misunderstanding of a core concept that needs to be re-
taught. These insights allow instructors to be more proactive in addressing
learning gaps and tailoring their instruction to meet the needs of their
students.

Monitoring Student Activity Logs

Instructors can access the detailed activity logs for individual student quiz
attempts. This log provides a minute-by-minute account of a student's
interactions with the quiz, including when they started, when they navigated



between questions, and when they submitted. While Canvas itself does not
record browser activity outside of the quiz window without additional
proctoring tools, the internal activity log is a powerful tool for ensuring
academic integrity. For instance, if a student submits a quiz in an unusually
short amount of time, the instructor can review the activity log to see if
there were any suspicious patterns of behavior.

This level of detail can be used to investigate potential academic
misconduct. For example, if a student's activity log shows them spending an
inordinate amount of time on a single question or repeatedly navigating back
and forth between questions, it might warrant further investigation. This
information is used judiciously, with the primary goal of upholding fairness
and academic standards.

Reviewing Individual Submissions

Instructors have the ability to review each student's individual quiz
submission in detail. This allows them to see exactly which answers a student
provided for every question, along with the timestamp of their submission.
For essay questions or other manually graded items, instructors can directly
input their scores and feedback within this interface. This thorough review
process is essential for accurate grading and for providing personalized
feedback to students.

By examining individual submissions, instructors can also identify common
errors or misconceptions across the class. This allows for targeted
remediation and can inform future lesson planning. The ability to revisit
each submission ensures that the grading process is transparent and that
instructors can justify the marks awarded to each student.

Advanced Proctoring and Monitoring Tools

While Canvas itself provides robust internal logging and analytics, the need
for enhanced security during online assessments often leads to the
integration of external proctoring solutions. These tools are designed to go
beyond what Canvas can natively offer, providing a more comprehensive layer
of supervision. They aim to replicate the environment of a traditional, in-
person exam by monitoring student behavior and the surrounding environment.

The use of these advanced tools is typically driven by the desire to maintain
the integrity of high-stakes exams. They offer a range of features, from
webcam monitoring to the analysis of keystrokes and browser activity.
Understanding these tools is important for both students and instructors
navigating the landscape of remote assessment.



Webcam and Microphone Monitoring

Many integrated proctoring solutions utilize webcams to monitor students
during a quiz. These systems can record video and audio of the student
throughout the assessment period. The software often employs AI to detect
suspicious activities, such as another person entering the room, the student
looking away from the screen for extended periods, or the use of unauthorized
devices. The recorded footage can then be reviewed by a human proctor or
flagged for the instructor's attention.

The use of microphones can also be enabled to detect prohibited sounds, such
as conversations or the use of voice-altering devices. These monitoring
capabilities are intended to deter cheating and ensure that students are
taking the quiz under the intended conditions. It's a significant step up in
oversight, aiming to provide a secure testing environment.

Browser Lockdown and Screen Recording

Some proctoring tools employ "browser lockdown" features, which restrict
students to only the quiz window during the assessment. This prevents them
from opening other tabs, applications, or websites that could be used for
cheating. In conjunction with this, screen recording capabilities can capture
everything that appears on the student's screen, providing a visual record of
their activity. This creates a digital paper trail of their entire quiz-
taking session.

These features are highly effective in preventing the use of external
resources. By limiting access to other programs and websites, these tools
ensure that students are relying solely on their own knowledge to answer the
questions. The screen recording provides an undeniable log of their on-screen
actions during the quiz.

AI-Powered Behavior Analysis

The most advanced proctoring systems leverage artificial intelligence (AI) to
analyze student behavior in real-time. These AI algorithms are trained to
identify patterns indicative of cheating, such as rapid eye movements, the
presence of external objects (like mobile phones), or unusual typing
patterns. The system can then flag these behaviors as potential incidents
requiring further review.

This AI-driven analysis aims to provide an objective and efficient way to
monitor large numbers of students simultaneously. It can help proctors focus
their attention on the most critical flags, making the review process more



manageable. The sophistication of these AI tools is continually evolving,
aiming to enhance the accuracy and effectiveness of online proctoring.

Privacy Considerations and Best Practices

The implementation of monitoring tools, whether built into Canvas or
external, inevitably raises privacy concerns. It's essential for both
students and instructors to understand these considerations and to adhere to
best practices. Transparency about what is being monitored, why it is being
monitored, and how the data is stored and used is paramount. Students have a
right to know how their digital footprint during an assessment is being
handled.

Adopting a mindful approach to data collection and usage ensures that the
pursuit of academic integrity does not infringe upon reasonable privacy
expectations. Clear policies and open communication are key to fostering a
trusting and effective learning environment. Ultimately, the goal is to
balance security with respect for individual privacy.

Student Rights and Data Usage

Students have a right to be informed about what data is being collected about
them during a Canvas quiz and how that data will be used. Educational
institutions should have clear policies in place regarding the collection,
storage, and retention of student data, especially sensitive information
gathered through proctoring tools. This includes specifying who has access to
this data and under what circumstances it can be shared.

It is crucial that any data collected is used solely for the purpose of
ensuring academic integrity and is not used for any other promotional or
profiling activities. Students should be made aware of their rights
concerning their data, including the right to access and potentially request
the deletion of certain information, in accordance with relevant privacy
regulations.

Instructor Responsibilities and Ethical Use

Instructors have a significant ethical responsibility when using Canvas and
any associated proctoring tools. They must use the collected data judiciously
and only for legitimate academic purposes, such as investigating potential
academic misconduct. It is unethical to use this data for personal reasons,
to harass students, or for any purpose outside of ensuring the integrity of
the assessment.



Furthermore, instructors should be mindful of the potential for bias in AI-
powered proctoring tools and should exercise their own judgment when
interpreting flagged incidents. Relying solely on automated flags without
critical review can lead to unfair accusations. The goal is to uphold
fairness and support student learning, not to create an atmosphere of
constant surveillance and distrust.

Communicating Policies Clearly

Open and clear communication is the cornerstone of responsible monitoring
during online quizzes. Instructors and institutions should proactively inform
students about the specific monitoring tools being used, the types of data
being collected, and the reasons for their use. This communication should
happen well in advance of any assessment where these tools will be employed.

Providing students with access to detailed policy documents, FAQs, and
training materials can help demystify the process. This transparency not only
respects student rights but also helps to build trust and reduce anxiety.
When students understand the rationale behind these measures, they are more
likely to accept and cooperate with them, fostering a more positive
assessment experience.

Frequently Asked Questions About Canvas Quiz
Monitoring

Q: Can Canvas record my screen automatically during
a quiz without me knowing?
A: Canvas itself, without the integration of external proctoring software,
does not typically record your screen automatically. Its primary function is
to log your interactions within the quiz environment, such as answering
questions and submitting the quiz. Screen recording is usually a feature of
third-party proctoring tools that are explicitly enabled and communicated to
students.

Q: Does Canvas track my keystrokes during a quiz?
A: Canvas itself does not typically track your keystrokes in a detailed
manner for general quiz-taking. This level of monitoring, which records every
key pressed, is usually a feature of more advanced proctoring solutions
designed to detect unusual typing patterns or prevent copy-pasting from
external sources. If such a feature is active, it should be clearly



communicated by the instructor or institution.

Q: Can an instructor see if I have other tabs open
while taking a quiz on Canvas?
A: By default, Canvas cannot see if you have other tabs open in your web
browser. This visibility is only possible if a browser lockdown feature or an
external proctoring tool that restricts browser activity is in use. If such a
tool is active, you will typically be informed, and your browser may be
prevented from opening other tabs.

Q: Will Canvas report my IP address during a quiz?
A: Yes, like most online services, Canvas logs IP addresses when users access
the platform, including during quiz attempts. This is a standard practice for
security and system administration. It helps in identifying the location from
which a user is accessing the platform, which can be relevant for security
audits or if there are concerns about account access from unusual locations.

Q: What happens if my internet connection is
unstable during a timed Canvas quiz?
A: If your internet connection is unstable during a timed quiz, Canvas will
typically save your progress as frequently as possible. However, frequent
disconnections can disrupt your ability to complete the quiz within the
allotted time. It is advisable to notify your instructor immediately if you
experience significant internet issues during an assessment. Many instructors
have policies in place for such situations.

Q: Can Canvas detect if I am using a virtual machine
(VM) to take a quiz?
A: Canvas itself is unlikely to actively detect if you are using a virtual
machine without the assistance of specialized proctoring software. Standard
web browser interactions within Canvas generally do not reveal the underlying
operating system's virtualization status. However, some sophisticated
proctoring tools might be able to identify VM environments.

Q: Does Canvas track how much time I spend on each
individual question?
A: Yes, Canvas does track the amount of time a student spends on each
individual question when they navigate through the quiz. This information is



part of the activity log and can be viewed by instructors. This feature is
useful for understanding student pacing and identifying questions that may be
causing difficulty or taking an unusually long time for students to answer.
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